Online Safety Policy
Policy Aims

e This online safety policy has been developed by Children's Sensory Therapy Ltd (CST), in
consultation with staff, clients, and parents/carers, and in line with the latest statutory
guidance and best practices.

e The policy reflects guidance from the DfE statutory guidance ‘Keeping Children Safe in
Education’ 2023, the Early Years Foundation Stage (EYFS), ‘Working Together to Safeguard
Children’ 2018, and incorporates input from industry best practices and local safeguarding
partnership procedures.

The purpose of the policy is to:

1. Safeguard and protect all members of the CST community in the digital world, ensuring
online environments are safe.

2. Educate and raise awareness about online safety for children, parents, carers, staff, and the
wider community.

3. Promote safe and responsible use of technology, both within CST and externally, and
ensure staff act as positive online role models for children and young people.

4. Establish clear procedures for dealing with online safety incidents and concerns.

Key Areas of Online Safety Risks

CST recognises that online safety issues encompass a wide range of potential risks and can be
categorised broadly into four main areas:

1. Content:
o Exposure to illegal, inappropriate, or harmful material, including:
= Pornography, particularly child sexual abuse material.
= Violent material, including terrorism-related content.
=  Fake news, misinformation, or radicalising content.
= Distressing or harmful images or ideologies.
2. Contact:
o Harmful online interactions, including:
= Exploitation by predators or groomers, including child sexual exploitation
(CSE).
= Unwanted contact from strangers, radicalisation, or coercion.
= Peer-on-peer abuse, such as bullying, harassment, or abusive messaging.
3. Conduct:
o Personal online behaviours that cause harm, including:
= Online bullying and trolling.
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= Posting harmful content about others, including defamation and
cyberbullying.

= Disclosing personal, sensitive, or inappropriate information online.

4. Commerce:
o Online financial risks, including:

= Phishing attacks, scams, and financial fraud.

= Online gambling, fraudulent advertising, and exploitation of young people
via commercial entities.

Scope of Policy

e Online safety is a critical component of CST’s overall safeguarding responsibilities. CST is
committed to ensuring that the use of the internet and digital technologies within the
organisation promotes a safe and secure environment.

e The policy applies to all staff, including directors, leadership team, therapists, support staff,
contractors, volunteers, visitors, and external service providers working with CST. It also
applies to clients, parents, and carers.

e This policy covers the use of all internet-enabled devices, including those owned by CST, as
well as personal devices brought onto CST premises or used to access CST’s online systems
off-site.

Links with Other Policies

This online safety policy is part of a broader framework of policies, which all work together to
promote a safe environment for everyone at CST. These policies include but are not limited to:

e Child Protection and Safeguarding Policy

e Behaviour Policy: addressing client conduct both offline and online

o Data Protection Policy: in line with GDPR, governing how personal information is stored and
shared online

¢ Anti-Bullying Policy: addressing online and offline bullying

e Mobile Phone Policy: governing staff and client use of mobile devices within CST premises

e Social Media Policy: guidance on how staff should manage their professional and personal
use of social media

e Risk Assessment Policy: specific to online risks

Use of Electronic Record Systems
Children's Sensory Therapy Ltd (CST) uses WriteUpp, an 1ISO27001-certified practice management
software specifically designed to maintain electronic records of client information securely and in

compliance with GDPR requirements.

WriteUpp ensures the safety and integrity of sensitive information through:
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e Two-Factor Authentication (2FA): Staff members must authenticate their identity using
two-step verification to gain access to the system, significantly reducing the risk of
unauthorised access.

o Encrypted Data Replication: All records are encrypted and securely replicated across
different servers to ensure that sensitive client data is protected against loss or tampering.

e 1SO 27001: 2013 Certification: WriteUpp adheres to the highest international standards for
information security management, ensuring that all data processing is secure, efficient, and
compliant with legal standards.

This electronic system enables CST to keep all client records secure while allowing for fast, efficient,
and GDPR-compliant record-keeping. All staff are trained to use the system responsibly and securely
to protect client privacy and confidentiality.

Monitoring and Review

Children's Sensory Therapy Ltd recognises that technology evolves rapidly, and as such, the policy
will be reviewed at least annually to ensure it remains effective and relevant.

e Annual review: The policy will be updated based on new national or local guidance, changes
in technology, or in response to any safeguarding concerns.

e Ongoing Monitoring: Regular audits of internet use and digital safety practices will be
conducted by the Designated Safeguarding Lead (DSL), leadership, and technical staff.

e Monitoring System: CST AEP will use Classroom Cloud, Writeupp and Microsoft Office.

o Leadership oversight: The DSL will report regularly to the directors and leadership team on
any online safety incidents, and ensure that actions are taken promptly.

o All staff receive appropriate safeguarding and child protection training, including online
safety which, amongst other things, includes an understanding of the expectations,
applicable roles and responsibilities in relation to filtering and monitoring.

e SLT and DSLs consider the number of and age range of children, those who are potentially at
greater risk of harm and how often they access the IT system, along with the proportionately
of costs versus safeguarding risks.

e The DfE have published filtering and monitoring standards which sets out that:

- You should review your filtering and monitoring provision at least annually.

- Your filtering system should block harmful and inappropriate content, without unreasonably
impacting on teaching and learning.

- You should have effective monitoring strategies that meet the safeguarding needs of your
provision.

Additional information can be found at: https://www.gov.uk/guidance/meeting-digital-and-
technology-standards-in-AEPs-and-colleges/filtering-and-monitoring-standards-for-AEPs-and-
colleges
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Roles and Responsibilities
Designated Safeguarding Lead (DSL)

The Designated Safeguarding Lead (DSL) is the individual primarily responsible for ensuring online
safety within CST. They work alongside the Deputy DSLs and other safeguarding staff to coordinate
the online safety strategy and report to senior management on all related issues.

The DSL’s responsibilities include:

e Acting as a central point of contact for any online safety concerns.

e Ensuring that staff receive appropriate and ongoing training in online safety and digital
safeguarding.

e Keeping up to date with legislative changes, online safety trends, and emerging risks.

e Ensuring appropriate actions are taken in cases of online safety breaches.

e Recording and investigating all online safety incidents in accordance with CST’s safeguarding
policies.

CST Directors and Leadership Team
The CST Directors and Leadership Team are accountable for ensuring that:

e Online safety is embedded into the wider safeguarding strategy.

e Sufficient resources are allocated to training staff and clients in online safety practices.

e Robust and effective filtering and monitoring systems are in place to protect CST’s digital
infrastructure.

e Online safety education is incorporated into CST’s curriculum and therapeutic programmes,
where appropriate.

e Risk assessments are regularly reviewed, ensuring that any use of technology is considered
from an online safety perspective.

All CST Staff

All CST staff play an essential role in promoting and ensuring online safety. Staff responsibilities
include:

e Modelling safe and responsible use of technology.

e Reporting any online safety concerns following CST’s safeguarding and reporting procedures.

e Understanding and adhering to CST’s Acceptable Use Policy (AUP) regarding the use of
technology.

e Supporting and delivering online safety education to clients, incorporating safety guidelines
into everyday teaching and therapeutic activities.

Technical Support Staff
CST’s technical staff are responsible for:
e Maintaining the security of CST’s IT infrastructure.
e Implementing and regularly updating filtering and monitoring systems to ensure compliance

with online safety standards.
e Providing technical assistance to the DSL and safeguarding team in online safety incidents.

Children’s Sensory Therapy Ltd E Safety



Clients
Clients accessing CST’s services have a responsibility to:

e Engage with the online safety education and guidance provided by CST.
e Adhere to CST’s Acceptable Use Policy (AUP).
e Report any concerning behaviour or experiences online to a member of CST staff.

Online Safety Education and Awareness

CST will ensure that clients are educated about online safety through a structured curriculum. This
will include:

¢ Therapeutic Integration: Embedding online safety into therapy sessions where relevant,
helping clients understand how to interact with others online and manage potential risks.

o Safe Search Tools and Resources: CST will ensure that safe search engines and filtering
systems are used, with staff providing guidance on validating the credibility of online
information.

Staff Training and Development

CST is committed to ongoing staff development in online safety. All CST staff will receive regular, up-
to-date training on key online safety topics, including:

e Annual Training Sessions: Comprehensive online safety training will be provided to all staff
as part of their induction and will be refreshed at least once a year.

e Tailored Training: Staff will receive specific training based on the needs of their role, such as
training for therapists on managing online risks in therapy sessions.

o External Workshops: CST will engage external professionals for specialist training on
emerging online risks, such as cyberbullying or online grooming.

Engagement with Parents/Carers

CST acknowledges the importance of working in partnership with parents and carers to promote
online safety outside of the therapy environment.

Parent Engagement will include:

o  Workshops and Resources: Providing online safety workshops for parents and carers, giving
them the tools to manage online risks at home.

e Regular Communication: Sending updates via newsletters or emails with advice on
emerging online trends or concerns, such as guidance on privacy settings and cyberbullying.
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